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Title:  Security Awareness Communications Plan

Purpose: 

The goal of the City of Albuquerque Information Security Program is to increase the awareness of the workforce through a security awareness program.  Security awareness is a single component of a larger security program. It is with security awareness, that a successful security program can be achieved.  The City of Albuquerque cannot protect the Confidentiality, Integrity and Availability (C.I.A) of information in today’s highly networked systems environment without ensuring that each person involved understands their roles and responsibilities.   The human factor is so critical to success of protecting information assets.  The Security Awareness Communications Plan is to provide the roadmap for how this communication will be carried out. 

IT security awareness Objectives: 

Computer security is the protection of the Confidentiality, Integrity and Availability of automated information and the resources used to enter, store, process, and communicate it.  Good security practices provide this protection.  Security awareness programs are typically broken down into two different, yet related components of awareness and training.  

The goal of awareness is to raise the collective awareness of the importance of security and security controls.  Security awareness is a blended solution of activities that promote security, establish accountability, and inform the workforce of security news. Awareness seeks to focus an individual’s attention on an issue or a set of issues. Awareness is a program that continually pushes the security message to users in a variety of formats.

The goal of training is to facilitate a more indepth level of user understanding and on their responsibility to help protect the confidentiality, integrity and availability of their organizations information and information assets.  Information security training strives to produce relevant and needed security knowledge and skills within the workforce.  Training supports competency development and helps personnel understand and learn how to perform their security role.   

The objective of this Security Awareness Communications Plan is to convey how security awareness and training will be facilitated.

Information Security Basics

In order to understand the value and requirements of security awareness it is helpful to first examine a few fundamental information security principles. Security awareness is a single component of a larger security program and should map directly to its goals.

The overall objective of an information security program is to protect the confidentiality, availability and integrity of an organization’s information and information assets. The key concept here to consider is that aspects of information and information assets must be protected, not just the information or assets themselves. These fundamental principles are as follows:

Confidentiality attempts to prevent the intentional or unintentional unauthorized disclosure of information.

Integrity ensures that modifications are not made by unauthorized personnel or processes; unauthorized modifications are not made to data

Availability ensures the reliable and timely access to data or computing resources by the appropriate personnel.

All attacks, no matter what type, are designed to compromise one or all three of these fundamental principals. For example, if a user's laptop is stolen, then an unauthorized person can read or share the information stored on the machine, affecting the confidentiality of the organization's information.  They can affect the integrity by changing information and disseminating it as if it has not been changed.  Finally, if the information on the laptop has not been backed-up, they can affect the availability by making the information no longer accessible to the user or organization.

Why is a Security Awareness Program needed?
1. Inadequately control of protected information systems can have some very serious consequences, including: 

· The misuse of privacy and confidentiality for individuals on whom data is collected, processed, and stored, 

· Improper access to the City of Albuquerque’s proprietary information with intent to use that information for personal use or personal gain.

· the inability to perform our mission and provide the public with our services, 

· The waste, loss or misappropriation of funds, and 

· The loss of credibility or embarrassment to our agency

2. Needed to communicate security concerns to the community, and educate the internal and external stakeholders of the City of Albuquerque.  

3. This plan is not just to convey information, but to change behavior by persuading people to take action toward the organization’s objectives. 

4. Employees must understand that they are the targets and their actions can greatly impact the overall security position of the City of Albuquerque and that these risks are in existence whether you are at work or home. 
Audiences

Information Security is everyone’s concern and requires involvement from each City of Albuquerque staff and business partner.  However, not everyone needs the same degree or type of information security awareness to do their jobs.  Listed is the target audience for the Security Awareness Communication plan.  

Senior Management: Top-level management

Management: Middle-management and others in a leadership role

Technical Custodians: Anyone who has extraordinary access, knowledge and skills pertaining to the organization's network, systems and/or procedures. They perform job functions such as system/network/user administration, hardware configuration, application development/implementation and technical support.

End Users: Anyone who is authorized to use the organization's information and information systems. End Users subsume the three categories above.

External business partners:  Anyone authorized to conduct business with the City of Albuquerque

Security Awareness Message:

The Awareness messages are used to promote information security and inform users of threats and vulnerabilities that impact the agency and “personal” work environment by explaining the “what” but not the “how” of security, and communicating what is and what is not allowed. 
Awareness not only communicates information security policies and procedures that need to be followed, but also provides the foundation for any sanctions and disciplinary actions imposed for noncompliance.  Awareness is used to explain the rules of behavior for using the city’s information systems and information and establishes a level of expectation on the acceptable use of the information and information systems.  

The key messages to be delivered: 

You are each responsible for Information Security - necessary actions to protect the individual, the organization, and its infrastructure. Explicit, tactical behaviors that each of us needs to follow to keep the City of Albuquerque secure. 

Keep Security Top of Mind - recognize that we are all responsible for security and need to keep security top of mind.  Security is realized through a top-down approach from senior management to individual contributors. 

Target audience is located: 

The target audience is spread throughout all areas of the City.   Additionally, business partners could be physically located anywhere.   With the implementation of, and the increased level of mobile users, the target audience in no longer limited to the controlled point to point type environment.  
Communication methods to be used for Security Awareness:
Security awareness is a blended solution of activities that promote security, establish accountability, and inform the workforce of security news.  Awareness seeks to focus an individual’s attention on an issue or a set of issues. Awareness is a program that continually pushes the security message to users.  The method by which this message will be carried out will be:  
· Electronic—e-mail, newsletter, Social media 
· A Web portal that provides a one-stop-shop for security information. 
· Printed—poster, brochure
· Employee Orientation

· Face to face presentations

Purpose of Communication:
Each message to be delivered will be to educate and train the workforce in the most common areas of vulnerability which will include: 

· Social Engineering

· Viruses, Trojans and Worms

· Virus Hoaxes and Spam

· Email and Internet Usage – The Employee Internet Use policy and Personnel Rules and Regulations Section 301.3 addresses Email and Internet use.

· Unauthorized Software and Hardware

· Access Control – principle least privilege, separation of duties, and backup procedures

· Rules of behavior. 

Frequency of communication: 

The frequency at which awareness communications are to be distributed will be, at a minimum, monthly.  In the event of an urgent message to communications to the target audience, message will be approved by the CIO and Security Administrator.   

Sponsors:
The sponsors of the Security awareness communication are: 
Mayor of the City of Albuquerque, 
City Council, 
ISC, 
TRC, 
CAO
CIO,
